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1 DNP3 plugin

1 Introduction

DNP3 (Distributed Network Protocol) is a set of communications protocols used between
components in process automation systems. Its main use is in utilities such as electric and water
companies. Our plugin allows to read data from the wide range of devices that use the DNP3 data
exchange protocol.

This module has the following features:

e Can send data request to any DNP3-compatible device;

e CRC for each data packet will be calculated and verified automatically;

e Can poll devices data by a custom intenval,

o Can flexibly parse all received data packets and extract register's values.

e Can read binary inputs and outputs, analog inputs and outputs, counters, Class 0, Class 1,
Class 2, Class 3 data, frozen and changed data.

2 System requirements
The following requirements must be met for "DNP3" to be installed:

Operating system: Windows 2000 SP4 and abowe, including both x86 and x64 workstations and
seners. The latest senice pack for the corresponding OS is required.

Free disk space: Not less than 5 MB of free disk space is recommended.

Special access requirements: You should log on as a user with Administrator rights in order to
install this module.

The main application (core) must be installed, for example, Advanced Serial Data Logger.

3 Installing DNP3

Close the main application (for example, Advanced Serial Data Logger) if it is running;

Copy the program to your hard drive;

Run the module installation file with a double click on the file name in Windows Explorer;
Follow the instructions of the installation software. Usually, it is enough just to click the "Next"
button several times;

5. Start the main application. The name of the module will appear on the "Modules" tab of the
"Settings" window if it is successfully installed.

HPwbdE

If the module is compatible with the program, its name and version will be displayed in the module
list. You can see examples of installed modules on fig.1-2. Some types of modules require additional
configuration. To do it, just select a module from the list and click the "Setup” button next to the list.
The configuration of the module is described below.
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Installing DNP3

You can see some types of modules on the "Log file" tab. To configure such a module, you should
select it from the "File type" list and click the "Advanced" button.

Configuration options ? bt

comport | Query Parse Filter

e Drata query module
Other [a\lF'E [plednp3.di] w Setup
Modules Palzer maodule 2
DMPS [plednpd.dil] o I Setup
[ ] Parsing and exporting for data sent
Q“E;_‘Jl"tzarse Parzing and exparting for data received
ilter

Select data hilter modules

Module name Yerzion
&

Data export

¥

Events handling

Up Lo Help Setup

o | [ ]

Fig. 1. Example of installed module

4  Glossary

Main program - it is the main executable of the application, for example, Advanced Serial Data
Logger and asdlog.exe. It allows you to create several configurations with different settings and use
different plugins.

Plugin - it is the additional plugin module for the main program. The plugin module extends the
functionality of the main program.

Parser - it is the plugin module that processes the data flow, singling out data packets from it, and
then variables from data packets. These variables are used in data export modules after that.

Core - see "Main program.”
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3 DNP3 plugin

5 User Manual

5.1 Dataquery

To add new item click "Actions->Add new request". The dialog window will be shown (fig.1). Enter a
request description, that can contain any characters and click the "OK" button.

Enter your description >

Enter pour descrption

| e ihem

Carcel

Fig.1. Name dialog

The new request will appear in the requests tree (fig.2). Each request has few important options:

e Target address - the address of a slave device in a network (1-65530);

e Memory - a object type and variation. Please, look at a DNP profile of your device to find list of
supported objects and variations;

e Qualifier code - the read mode. Please, note that the device may not support some qualifier
codes;

o Request timeout - this is the time interval for which the program is sending request to a device.
After reaching the timeout limit the program will automatically cancel current request and
execute next request in the queue. The timeout value depends on the network on which master
(program) and slave (device) is running. If the network is slow then timeout value should be larger
and if network is fast then timeout value can be small.

¢ Response item names - list of names that will be assigned for returned values. For example,
you read all analog values from the device. If you'll specify names like VALUE1, VALUEZ2, then
the first analog value in an answer will have the "VALUE1" name, second - the "VALUE2" name,
etc. If the name for a value was not defined, then the name will be generated automatically:

AIO,Al1,Al2..Aln - for analog inputs;
AOO0,A01,A02..AOn - for analog outputs;
CNTO,CNT1,CNT2...CNTnh - for counters;
DI0,DI1,DI2..Din - binary inputs;
DO0,D0O1,D02..DOnN - binary outputs;

SHESESEN .

Note: the plugin does not check memory ranges and number of bytes to read. You need to configure
requests according to this note.
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DMP3 4.0.21 build 1115 O X

Source address 1 S

Hequest: queue
Property W alue
Send requests, othenwize parze responze only
Target address 2
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=l Read mode [qualifier code]
(®) Read all [GC; B
() Read range by startdend indices [QC; 0-2)
() Read range by vitual address [AC; 3-5)
() Read range from O to M [QC; 7-9)
() Read several values by index [QC: 7-9)
Request timeout [mz] 10000
= Request method

O Onice, on program startup

(®) Palling
[nterval [me) ]
Interval units Second

Responze item names [zeparat. .

Action -

kinimal interval between data packets [ma]
o

Fig.2. Request

Request method
The plugin can send requests in two modes:

Once, on program startup - the program will send a request once when the program starts.

Polling - the program will send a request periodically based on an interval specified. The interval
between requests depends on the network on which master (program) and slave (device) is running. If
the network is slow, then the time for each request will be larger and vice versa. Because the

program executes all requests in the queue one by one, the time between requests depends on the
number of requests in the queue.
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6
6.1

-1 Request method

() Once, on the program starbup

(®) Palling
[nterval [mz] 10000
Interval units Millizecond

Fig. 2. Request methods

If you have added seweral requests to the queue, you can move them up or down. To do it, select a
request, click the "Action" button, and select an action ("Mowve up" or "Mowve down").

You can also click this button to change a request's description or remove a request from the queue.

You can also perform the same actions by using the context menu that pops up when you right-click
items in the request tree.

Troubles?

Possible problems

No data for publication/exporting - no data is passed for export. Solution: configure the parser
and make sure that one or more variables are defined in the parser.

Error on binding variable with name %s [%s] - the error usually occurs if data does not
correspond to the specified format. For example, the date and time format does not match source
data.

Unable to disconnect from the database [%s] and Unable to connect to a database [%s] - it is
impossible to connect or disconnect form the database. You should check the parameters of the
database connection. The analysis of the additional information will help you locate the error.

Database access error [%s]. Stop operations with the database? - the message appears if an error
occurs during an attempt to execute an SQL query if the second variant of reacting to errors is
selected. The message implies the "Yes" or "No" answer. The analysis of the additional information
will help you locate the error.

Unable to verify your SQL script [%s] - the message appears when an attempt to analyze your
SQL query fails. Check if the syntax of your SQL query is correct.

Tested successfully - the message appears if your database connection is successfully tested. It
requires no additional actions.

Database isn't used - the message appears if the module is temporarily disabled (the "Temporarily
disabled" check box is selected) or the database name field is empty. Check the connection
parameters.

Database isn't selected - the message appears if the database type is not selected. Check the
connection parameters.
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Troubles? 6

Database: %s - %s contains the database name. The message appears if the database connection
is successful. Usually, you see it when you call the module for the first time. It requires no additional
actions.

Invalid data block length (columns=%d,length=%d) - an internal application error. It means that
the data sent by the parser is in an invalid format. Perhaps, you are using the module incompatible
with the version of the Advanced Serial Data Logger kernel. Update the versions of both the kernel
and the module.

The time of connection is not due yet (%d,%d) - the message appears during an attempt to
connect to the database after the connection to it has been lost and the "Reconnect after" option is
enabled. No additional actions are required.

Invalid procedure call. Bad arguments - an attempt to call the module using invalid parameters.
Perhaps, you are using the module incompatible with the version of the Advanced Serial Data Logger
kernel. Update the versions of both the kernel and the module.

Writing to the database is complete - the message appears if your queue of SQL queries is
successfully executed. It requires no additional actions.

Writing to the database is complete with errors - the message appears if the execution of your
gueue of SQL queries was interrupted by an error. It requires no additional actions.

Your SQL is empty. Please, specify some SQL text first - the message appears if you do not
enter the text for your SQL query. Check if the options on the "SQL queue" tab are configured
correctly.

Invalid temporary path - the path to the temporary file specified by you does not exist. Enter a
new path in the "Temporary folder" field on the "Errors handling” tab.

%s, %d - will be replaced by additional information.
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