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1 Web Server plugin

1 Introduction

The "Web Sener" plugin implements a simple but fast and robust websener inside our data loggers.
You do not need any third-party software (Microsoft IIS server, Apache Web Senver, etc.) to get this
websener up.

This module has the following features:

e You can watch the parsed data from the data logger remotely, from any computer, tablet, or
mobile device.

The web senver uses templates to build web pages. So, you may adjust it to your needs.
The plugin can aggregate data from seweral data sources to a single page.

The web page can draw charts for numerical values.

You can build a custom dashboard. It is really customizable.

A password can protect the webseneer.

Each user will have an individual dashboard.

2 System requirements
The following requirements must be met for "Web Sener" to be installed:

Operating system: Windows 2000 SP4 and abowe, including both x86 and x64 workstations and
seners. The latest senice pack for the corresponding OS is required.

Free disk space: Not less than 5 MB of free disk space is recommended.

Special access requirements: You should log on as a user with Administrator rights in order to
install this module.

The main application (core) must be installed, for example, Advanced Serial Data Logger.

3 Installing Web Server

Close the main application (for example, Advanced Serial Data Logger) if it is running;

Copy the program to your hard drive;

Run the module installation file with a double click on the file name in Windows Explorer;
Follow the instructions of the installation software. Usually, it is enough just to click the "Next"
button several times;

5. Start the main application. The name of the module will appear on the "Modules" tab of the
"Settings" window if it is successfully installed.

HPwbdE

If the module is compatible with the program, its name and version will be displayed in the module
list. You can see examples of installed modules on fig.1-2. Some types of modules require additional
configuration. To do it, just select a module from the list and click the "Setup” button next to the list.
The configuration of the module is described below.
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You can see some types of modules on the "Log file" tab. To configure such a module, you should

select it from the "File type"

list and click the "Advanced" button.

COM port

Log file

Query Parse
Filter

Data export

¥

Events handling

Configuration options

? ot

Data export
Siec:t data export modules

Module name Werzion

DDE Server [ddesry. dll] 4.0.57 build ...

] OPC server [buildin.dll] 32014

[] OPC U zerver [buildin.di] 32014

[] 50L Database Professional (sqidb_pro.dl] 4.0.90 build ...

“Web Server [webzerverdll]

4,040 build ...

Drownload plugin now Help
R edirect data to another configuration
Configuration
o

4  Glossary

Fig. 1. Example of installed module

Main program - it is the main executable of the application, for example, Advanced Serial Data
Logger and asdlog.exe. It allows you to create several configurations with different settings and use

different plugins.

Plugin - it is the additional plugin module for the main program. The plugin module extends the
functionality of the main program.

Parser - it is the plugin module that processes the data flow, singling out data packets from it, and
then variables from data packets. These variables are used in data export modules after that.

Core - see "Main program.
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5

Web server

Listen port - the HTTP senver uses this port to send data to the clients. The default value of this
parameter is 80 for unsecured HTTP connections and 443 for secured HTTPS connections.

If another sener already uses this port, you can specify any suitable value.

If you want to disable HTTP or HTTPS server, you may set the corresponding port number to 0 and
restart the program.

Web Server 4,040 build 1013 ? *

“Web server Uszers  Dataformat How bo connect

Templatesz

|Wel:u'xTempIates'x = |
“Web oot

| web'Foot! 3|
Listen part (HTTR/HTTFS) 8093 = ||a443 = |

[]Log web server achivity

Allowed IP addreszes [empty figld allows all connections]

Cancel

Fig. 1 Webserver settings

To access the server from the same computer where the program is running, you should type the
following in the browser address line: http://127.0.0.1. If you specify a nonstandard port, specify it
after a colon. For example, in the case of the above image:

http://127.0.0.1:8081
https://127.0.0.1:8443

To access the websener:
1. Open the port specified in the settings in your firewall,
2. Instead of 127.0.0.1, specify the IP address of the computer in the network or its name if you

access the server from the local area network.

Log web server activity - if this option is active, the plugin logs errors, warnings, and info about
new connections to the program's protocol file.
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Web root - this folder will contain pages with reports the remote user will view. It must be possible to
write to this folder. You can use this folder to store your page that the webserner can send to the
remote client.

Templates - this folder contains page templates that the program will use to display pages in the
browser. You should keep the file names of templates completely changing their contents.

Authentication - enable/disable password-protected access. If this option is disabled, everyone can
get access. Otherwise, you should define a list of users in the table by clicking the "Add item"
button below the table.

Web Server 4.0.40 build 1013 ? X

“web server  Uzers  Dataformat How to connect

Authentication passwaord

Login Password

# Add item = [elete item

Cancel

Fig.2 Users

If you are going to provide access to the websenver via the Internet, it is recommended to specify the
list of addresses access to the websener is permitted from in the "Allowed IP addresses" field. If
this field is empty, access from any remote computer will be allowed.

Data formats
In this section, you can specify the necessary data format for any data types. For example, you can
set the date and time format (use the date and time divider different from the system one, or the text

representation of logic values True/False).

If you use your data formats, the web page cannot correctly interpret number values. You cannot use
most indicators on the web page.
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Web Server 4.0.40 build 1013 ? >

‘“Web server Users  Dataformat  How e connect

Uzer data formats [otherwize use system defaultz]

[]Date AR DD

(] Time HH:NN:S5

[ ] Datedtime PR DD ™ HH:NM:S S
[ ] Mumber 990,00

[ ] Decimal zeparatar

[ ]Boolean "FalzesT ue" Falze True

Cancel

Fig. 3 Data formats

SSL certificates

If you want to use secure HTTPS connections on the webserver, you need to prepare SSL
certificates and place them in the plugin's folder.

ServerCert.pem - The certificate file. This file may hawe ".crt" extension. In this case, you should
rename it. The content of this file looks like:

----- BEGI N PRI VATE KEY-----

M | Evwi BADANBgkghki GOWOBAQEFAASCBKkwggSl AgEAAol BAQC7cULVSxI 2j Qxp
v2cAnmS4Pz8D5EHr G3r y EXgOuSVMo6DNdNI 348qr f +k3RWRkmpt pRnoz500s CGI PN
ka74h0sd3X6/ cr f kloWiel hS4UBj 91 3vpsr SzF1U7DXZ4AM9bf r 607Ys O7eKkt F
...(skipped data)...

SzPxf/ LWL.3Hpv+/ S5TxX7NsF86p3Ht FBOnHv C6/ | XZeRnPWi9aXA+y YAavt CZI SN
pazWhNj pLza9m SNuzZYLPwDj J8VgSJYXf SX/ bP3vazhSk+XDN6XDi 2w66abj sO y
t QAj omYkWOzaj ADU++xWBULwWOw==

----- END PRI VATE KEY-----

ServerKey.pem - The senver private key file. The file should be generated without a password or the
fixed "password" password. This file may hawe ".key" extension. In this case, you should rename it.
The content of this file looks like:

----- BEG N CERTI FI CATE- - - - -

M | Fnj CCBI agAwl BAgl RALZ/ 5GGugq242V6H3nnt nmMAvDQYJKoZI hvc NAQEL BQAW
TDELMAk GALUEBhMCTFYx DTALBgNVBAC TBFJ pZ2Ex ETAPBgNVBAO TCEdv R2VOU1NM
MRs wGQYDVQQDEXxJHb0dl dFNTTCBSUOEgRFYgQOEwHhc NM Ax MDAy MDAWVDAWWh C N
M ExMTAyM MLOTUSW AYMRYWFAYDVQQDDAOGLIMFNZ3NvZnQuY29t M | Bl j ANBgkq
hki GOWOBAQEFAAOCAQBAM | BCgKCAQEAU3FNVUsZdoOMabh9nAJkuD8/ A+RB6xt 68
...(skipped data)...

uClf W Cozk 5KNMpM6OYSh1lr GRSnBOZa5wuNz g+Ss8j paB5GD8zs QCA+t e5L/ zx5R
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The program contains self-signed certificates for the "127.0.0.1" host address.
You can use an OpenSSL distribution to prepare your own self-signed certificates.

The disadvantage of using self-signed certificates is that you have to trust them in your web browser.
You can also purchase trusted SSL certificates from an authorized reseller to remove that warning.

If your purchased SSL certificate does not work:
1. You can enable logging of webserver messages and look at the program's protocol file about
detected problems.

2. You can try to install the certificate into your system. Rename it to the ".crt" file and double click
on the certificate file name in Windows Explorer.

6 Web page
By default, the loaded web page is empty. First of all, you should add a tab on it by clicking the "Add

page" button (fig. 1). Then you can add widgets on the created web page by clicking the "Add
widget" button (fig. 2).

B Add page

Add widget
Fig. 1, 2 Buttons

To remove a widget from the page, you should drag and drop it over the "Drop widget" button (fig. 3).

# Drop widget
Fig. 3 The 'Drop’ button

To edit previously added widget, move the cursor to the right upper corner of the widget. The button
with dots "..." will appear. Click on this button and select "Edit" in the drop-down menu.

Widgets
You can add the following widgets on the web page:

1. Text - it is a simple text widget where you can configure a text size.
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Time: 29

Fig. 4 Text widget

2. Numeric - it is a widget block that can display a numeric value and a horizontal gauge for it.

69

value 2

Fig. 5 Numeric widget
3. Gauge - It is a simple radial gauge.

Fig. 6 Simple gauge (180 degrees)

24
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Fig. 7 Simple gauge (360 degrees)

4. Gauge (advanced) - it is a widget block that can display several radial, vertical or horizontal gauge
types. You may define warning and alarm limits for each gauge.

Fig. 8 Advanced gauge

5. Chart - this widget type allows you to display different chart types. The chart may contain up to
100 data points. Please, note that drawing of many charts may require many CPU resources.

CASRCRLE , 3—

100

0
16:35:46 16:35:51 16:35:56 16:36:01 16:36:06 16:36:

Fig. 9 Chart
6. List - this widget allows displaying several values in one group.
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fif

Test: CURRENT_TIME (44 |
a

Test: DATA_SOURCE_NAME

Fig. 10 List

7. Table - a table in this widget contains a history of values for a selected variable (up to 1000 data

values).

Table

TIMESTAMP l

16:36:09

16:36:07

16:36:05

16:36:03

16:36:01

Showing 1 to 5 of 12 entries

TEST: VALUE1 TEST: VALUEZ
98
9
73
42
81

Previous 1 i 3 Mext

Fig. 11 Table
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